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Executive Summary

The EU Al Act requires high-risk Al systems to automatically log every interaction - every
prompt, every inference, every output. GDPR requires that personal data be minimized,
used only for its stated purpose, and deleted when that purpose is served. Both obligations
are mandatory and simultaneously in force.

For any organization deploying a high-risk Al system that processes personal data - which is
most of them - these two laws are structurally in conflict. You cannot fully satisfy Article 12 of
the EU Al Act and Article 5 of GDPR without a dedicated mechanism to separate audit
records from personal data before either is stored.

This is the Article 12 Paradox. And it has exactly one architecturally sound resolution: strip
personal data at the input layer, before it reaches any log, any model call, or any
downstream system. This is precisely what CloakLLM does.

Key finding: Organizations that log Al interactions without first removing PII are in simultaneous
violation of GDPR Article 5 (data minimization, storage limitation) and at risk under EU Al Act
enforcement, where logs containing Pll cannot be safely disclosed to regulators.
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1. The Regulatory Landscape

Two major EU regulations govern how personal data flows through Al systems. They were
designed by different institutions for different purposes, and their interaction at the logging
layer has received surprisingly little attention from compliance practitioners.

1.1 The EU Al Act

The EU Al Act (Regulation 2024/1689) is a product safety law. Its primary concern is
ensuring that Al systems - particularly those used in high-stakes domains - are safe,
transparent, accountable, and subject to human oversight. For high-risk Al systems (defined
in Annex 1l to include systems used in healthcare, employment, education, credit,
biometrics, and critical infrastructure), the Act imposes a set of binding technical and
organisational obligations.

The EU Al Act Omnibus (proposed November 2025, trilogue expected to conclude April 28,
2026) extends the application date for Annex Il high-risk systems to December 2, 2027, and
for Annex | embedded systems to August 2, 2028. These are hard deadlines, not floating
timelines. The compliance infrastructure window is open now.

1.2 GDPR

The General Data Protection Regulation (Regulation 2016/679) is a fundamental rights law
governing the processing of personal data across all sectors. It applies wherever an
organisation processes personal data - regardless of whether that processing involves Al.
GDPR's principles are binding by default: any processing of personal data must have a
lawful basis, must be minimized to what is necessary, must be purpose-limited, and must not
retain personal data longer than required.

GDPR predates the EU Al Act by eight years. Its architects did not anticipate automated Al
logging. The Al Act's architects, in turn, did not resolve the tension with GDPR's storage
limitation principle. The result is a compliance gap that falls entirely on the organizations
deploying Al systems.
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2. Article 12 in Detail: The Logging Obligation

Article 12 of the EU Al Act imposes an automatic logging requirement on all high-risk Al
systems. This is not a discretionary best practice - it is a mandatory technical capability that
must be built into or layered onto every qualifying system.

2.1 What Article 12 Requires

High-risk Al systems must be capable of automatically recording events throughout their
operational lifecycle. These logs must enable:

» Identification of situations where the system presents a risk or has undergone a
substantial modification

e Post-market monitoring and ongoing surveillance by deployers
* Monitoring of system operation by market surveillance authorities

Article 19 extends this to deployers, who must retain logs for a minimum of six months.
Technical documentation must be retained for ten years. The EU Al Office and national
market surveillance authorities may request access to these logs at any time during
enforcement investigations.

2.2 What This Means in Practice

Every prompt submitted to a high-risk Al system must generate a log entry. Every response
must be recorded. Timestamps, system identifiers, and operational metadata must be
preserved. For biometric systems, the regulation goes further - requiring that each use
period, reference database checked, and input data that produced a match be recorded
explicitly.

The compliance implication: If your high-risk Al system processes personal data - and most do
- every logging event is also a personal data processing event under GDPR. Article 12 does not
exempt these records from GDPR obligations. Both laws apply simultaneously.
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3. GDPR's Counter-Obligation

GDPR Article 5 establishes six core principles for personal data processing. Three of them
directly constrain what can be stored in an Al audit log.

GDPR Principle

What It Requires

How It Conflicts with Art. 12

Logging

Data minimisation (Art.

5(1)(c)

Purpose limitation (Art.

5(1)(b))

Storage limitation (Art.

5(1)(e))

Privacy by design (Art. 25)

Only collect personal data that is
adequate, relevant, and limited to
what is necessary

Personal data collected for one
purpose may not be reused for
an incompatible purpose

Personal data must be deleted
once the purpose for which it was
collected is fulfilled

Data protection must be
embedded from the design
phase, not added retroactively

A full prompt log containing user
Pll exceeds what is necessary
for system monitoring

Operational data (prompts)
collected to deliver a service
cannot be retained indefinitely as
audit evidence

Article 12 requires logs for 6
months minimum; technical
documentation for 10 years - far
beyond the purpose of the
original Al interaction

Bolting anonymization onto an
existing logging pipeline is not
sufficient - it must be
architecturally embedded before
data reaches any store
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4. The Paradox

The conflict is not theoretical. It is a direct, unavoidable consequence of combining two
binding legal obligations that were designed independently.

EU Al Act (Art. 12) requires you to... GDPR (Art. 5) requires you to...

Log every high-risk Al interaction automatically Minimise the personal data you process

Retain logs for at least 6 months Delete personal data when the purpose is
fulfilled

Keep technical documentation for 10 years Not retain personal data beyond its stated
purpose

Produce logs on demand for regulatory Not expose personal data to third parties

inspection without lawful basis

Organizations that attempt naive compliance - logging all interaction data to satisfy Article 12
- accumulate a growing GDPR liability. Every prompt containing a name, email, IP address,
medical term, or any other personal identifier is a GDPR violation in waiting. When a
regulator requests those logs, the organization faces an impossible choice: produce logs that
expose PlI, or withhold logs that demonstrate Article 12 compliance.

Organizations that attempt the opposite - deleting logs promptly to satisfy GDPR - are in
direct violation of Article 12 and Article 19 of the Al Act. They have no audit trail for post-
market surveillance, no evidence for incident investigations, and no documentation to
produce when the Al Office comes knocking.

The resolution: The only way to satisfy both obligations simultaneously is to ensure that audit
logs never contain personal data in the first place. Not masked, not encrypted-at-rest, not access-
controlled - but never present. This requires stripping PII at the input layer, before the log entry is
written.
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5. The Architectural Solution

The resolution to the Article 12 Paradox is a middleware layer that intercepts every Al
interaction before it reaches the model, removes personal data through deterministic
tokenization, and passes only the sanitized form downstream - to the model, to the log, and
to any other downstream system.

5.1 Tokenization as Pseudonymization

Under GDPR Recital 26 and Article 4(5), pseudonymisation means processing personal data
in such a manner that it can no longer be attributed to a specific individual without the use of
additional information - provided that additional information is kept separately and subject to

appropriate technical and organisational measures.

Deterministic tokenization - replacing PII with reversible, category-labelled tokens such as
[EMAIL_0] or [PERSON _1] - satisfies this definition. The original data is held in a secure, in-
memory token map that is not persisted to logs. The tokenized form that reaches the log is
not personal data by GDPR definition, because it cannot be re-attributed to an individual
without the token map.

This means:

e Article 12 logs contain full operational records of every interaction - timing,
categories, token counts, hash-chain integrity - with zero personal data.

e GDPR data minimisation is satisfied: only what is necessary (tokenized text,
operational metadata) is logged.

* GDPR storage limitation is satisfied: the logs themselves contain no personal data to
delete.

e The token map, which contains the original PlIlI, is held in memory for the duration of
a session and never persisted.

5.2 The Three-Pass Detection Architecture

Effective PIl removal requires more than simple pattern matching. CloakLLM applies three
detection passes in sequence:

* Regex detection - 30+ patterns covering email addresses, SSNs, credit card
numbers, phone numbers, IP addresses, API keys, JWTs, IBANs, and locale-specific
patterns across 13 locales

* NER (Named Entity Recognition) - spaCy (Python) or compromise (JavaScript) for
person names, organisations, and place names that regex cannot reliably detect

e Semantic LLM detection (opt-in) - Ollama-based detection for context-dependent PlI
such as addresses, dates of birth, medical information, and user-defined custom
categories

Each pass contributes to a deterministic, reproducible token map within a session. The same
input always produces the same tokens, enabling coherent multi-turn conversations where
the model sees [PERSON_0] consistently across a session rather than a different token on
each turn.
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5.3 Hash-Chained Audit Logs

CloakLLM's audit logs are designed from the ground up to satisfy Article 12 without
containing personal data. Each log entry includes:

e Timestamp, session identifier, and detection pass timing breakdown
e Token counts and PII category distribution (no original text, no PII)

e Per-entity metadata: category, confidence score, token assigned, HMAC hash for
cross-request correlation

* SHA-256 hash of the current entry, chained to the previous entry - enabling tamper
detection across the entire log

e Optional Ed25519 cryptographic certificate signed over input/output hashes, entity
count, detection passes, and operating mode

The hash chain means that any deletion or modification of a log entry is detectable. This is
relevant to Article 12 compliance because regulators can verify the integrity of the audit trail,
not just its presence.

On cryptographic attestation: CloakLLM generates Ed25519-signed SanitizationCertificates
that can be attached to each sanitization event. These certificates provide signed proof that PII
was removed before the interaction was logged - a defensible record in enforcement proceedings
under both GDPR and the Al Act.

5.4 Behavioral Traceability vs. Identity Traceability

A common objection raised by compliance officers reviewing this architecture is: if Pll is
stripped, how can we prove who did what if a regulator needs to reconstruct a session? The
answer lies in a distinction that the EU Al Act makes implicitly but most compliance
practitioners miss.

Article 12 mandates behavioral traceability - the ability to determine what a system did, how
it responded, what risk situations arose, and whether it operated within its intended
parameters. It requires that the event sequence be preserved, that the system's logic be
auditable, and that the integrity of the record be verifiable. CloakLLM satisfies all of this:
tokenized inputs and outputs are logged in full, session coherence is maintained through
deterministic token consistency, and the hash chain guarantees the event sequence cannot
be altered after the fact.

Article 12 does not mandate identity traceability - the ability to re-identify which individual
submitted which prompt. That is not a logging requirement; it is a surveillance capability. And
GDPR Article 5 actively prohibits building it into a compliance logging system, because
retaining a mechanism for re-identification beyond the operational purpose of the original
interaction violates both data minimisation and storage limitation principles.

Some architects respond to this by proposing a 'secure temporary key' model - retaining a
reversible mapping between tokens and original PII specifically for audit reconstruction. This
approach introduces a key management liability, a retention question for the key itself, and a
potential vector for regulatory access requests to compel disclosure of the very Pll the
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system was designed to protect. It trades one compliance problem for another without
satisfying any legal requirement that the original design does not already meet.

The correct framing: CloakLLM does not make Al interactions untraceable. It makes them
traceable in exactly the way Article 12 requires - by system behavior, event sequence, and
cryptographic integrity - while eliminating the GDPR liability that comes from retaining personal
data in audit logs. These are not competing goals. They are the same goal, correctly understood.

On cryptographic attestation: CloakLLM generates Ed25519-signed SanitizationCertificates
that can be attached to each sanitization event. These certificates provide signed proof that PlI
was removed before the interaction was logged - a defensible record in enforcement proceedings
under both GDPR and the Al Act.
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6. Article 4a: Bias Detection and Special-Category Data

The EU Al Act Omnibus introduces Article 4a, which permits processing of special-category
personal data under GDPR Article 9 - health data, ethnic origin, religious beliefs, political
opinion, biometric identifiers, sexual orientation - for the specific purpose of bias detection
and mitigation in high-risk Al systems.

This is a significant new provision. It creates a statutory route for organizations that need to
audit their high-risk models for discriminatory behaviour using representative data that
includes sensitive attributes. Without Article 4a, processing such data for bias testing had no
clear legal basis.

However, Article 4a conditions are strict. State-of-the-art security measures are required.
Pseudonymization is mandatory. Access must be restricted to authorized personnel only.
The data may not be reused outside the bias detection scope.

The opportunity: CloakLLM's tokenization directly satisfies Article 4a's pseudonymization
requirement. An organization can run bias audits on a high-risk model using real sensitive-attribute
data, with CloakLLM tokenizing that data before it reaches any system or log, maintaining a
compliant audit trail of what was processed without retaining the original sensitive values.
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7. Compliance Checklist for Deployers

The following checklist summarises the obligations under EU Al Act Articles 12, 19, and 4a,
and indicates how CloakLLM addresses each:

Obligation

Automatic logging of all high-risk Al
interactions

Log retention: minimum 6 months

Technical documentation retained 10 years

No personal data in logs (GDPR Art. 5)

Pseudonymization of special-category data
for bias detection

Tamper-evident audit trail for regulatory
inspection

Privacy by design - PII protection embedded
at system level

Cross-language / cross-stack consistency

Source

Al Act Art. 12

Al Act Art. 19

Al Act Art. 11

GDPR

Al Act Art. 4a +

GDPR Art. 9

Al Act Art. 12, 75

GDPR Art. 25

Operational
requirement

CloakLLM Coverage

Full - hash-chained
JSONL audit log, zero PII

Partial - logs are Pll-safe
for indefinite retention;
retention policy is org-level

Partial - log integrity
verifiable; full tech docs
are org responsibility

Full - tokenization ensures
no PII reaches any log
entry

Full - tokenization qualifies
as GDPR
pseudonymization

Full - SHA-256 hash chain
+ Ed25519 certificate
attestation

Full - middleware installed
before model call, not
retroactive

Full - Python SDK,
JavaScript SDK, MCP
server, all in parity
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8. Implementation

CloakLLM is open-source (MIT license) and available via PyPI and npm. Integration requires
a single middleware call before any LLM API request.

Python

from cloakllm import Shield, ShieldConfig

shield = Shield(ShieldConfig(audit=True,
compliance_mode='eu_ai_act_articlel2'))

result = shield.sanitize(user_prompt)

# result.sanitized_text - safe to log and send to model

JavaScript

import { Shield, ShieldConfig } from 'cloakllm';

const shield = new Shield(new ShieldConfig({ audit: true }));
const result = await shield.sanitize(userPrompt);

// result.sanitizedText - safe to log and send to model

OpenAl SDK Middleware (zero-change integration)

import cloakllm from 'cloakllm';

const client = new OpenAI();

cloakllm.enable(client); // All subsequent calls are automatically
sanitized

Full documentation, integration guides, and source code are available at:

https://cloakllm.com

https://github.com/cloakllm
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9. Conclusion

The EU Al Act and GDPR are both in force. The Article 12 Paradox - the structural conflict
between mandatory Al interaction logging and mandatory PIl minimization - is not a
compliance edge case. It is the default condition for any organization deploying a high-risk Al
system that processes personal data.

The resolution is not a policy decision. It is an architectural one: remove personal data
before it reaches any log, using a middleware layer that produces a tokenized,
pseudonymized record suitable for both regulatory audit and GDPR compliance
simultaneously.

CloakLLM was built specifically to resolve this conflict. It is open-source, auditable by
regulators and security researchers, and available today - ahead of the December 2, 2027
enforcement deadline for Annex Il high-risk systems.

Organizations that build compliance infrastructure now, during the 2026—2027 window, will
be in a materially better position than those that wait. The technical and organizational
groundwork for Article 12 compliance cannot be laid in the weeks before a regulatory
deadline.

Contact: For compliance questions, integration support, or partnership enquiries:
github.com/cloakllm - cloaklim.com

This whitepaper is provided for informational purposes. It does not constitute legal advice. Organizations should
consult qualified legal counsel for guidance on their specific compliance obligations under the EU Al Act and
GDPR.
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